
Cybersecurity and Machine Learning



Motivation: A lot of data!
● Windows Executables
● Android Applications
● E-mails
● Network Traffic
● Authentication events
● Operation System data such as:

○ System calls
○ Process events

● and more...
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How do you teach it?

[1]





Text



Assembly Instructions



Netflow Logs



Must speak in their language!

Hassen, Mehadi & Carvalho, Marco & Chan, Philip. (2017). Malware classification using static analysis based features. 1-7. 
10.1109/SSCI.2017.8285426. 



What can we do?



Malware Classification

Raff, E., Fleming, W., Zak, R., Anderson, H., Finlayson, B., 
Nicholas, C., & McLean, M. (2019). KiloGrams: Very Large 

N-Grams for Malware Classification. ArXiv, abs/1908.00200.



Malware Clustering

Lee et al. Dexofuzzy: Android malware similarity clustering method using opcode sequence. 

Raff, E., & Nicholas, C. (2017). An Alternative to NCD for Large Sequences, 
Lempel-Ziv Jaccard Distance. Proceedings of the 23rd ACM SIGKDD 
International Conference on Knowledge Discovery and Data Mining.





Adversarial Machine Learning 

Goodfellow, I. (2020, October 05). Attacking Machine Learning with Adversarial Examples. Retrieved October 21, 2020, from 
https://openai.com/blog/adversarial-example-research/ 

https://openai.com/blog/adversarial-example-research/


Statistical User Behaviour Analysis

Turcotte, M.J., Kent, A., & Hash, C. (2017). Unified Host and Network Data Set. ArXiv, 
abs/1708.07518.



Turcotte, M.J., Kent, A., & Hash, C. (2017). Unified Host and Network Data Set. ArXiv, 
abs/1708.07518.



Anomaly Detection: Link Prediction

Passino, F.S., Turcotte, M.J., & Heard, N. (2020). Graph link prediction in computer networks using Poisson matrix factorisation. 
ArXiv, abs/2001.09456.



Anomaly Detection: Time Series

Ahmad, Subutai & Lavin, Alexander & Purdy, Scott & Agha, Zuha. (2017). Unsupervised real-time anomaly detection for 
streaming data. Neurocomputing. 10.1016/j.neucom.2017.04.070. 





Woa!! Where do I sign-up?
● Books
● Malware Research Group
● Internships
● Projects on your free time
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